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Abstract—Dynamic spectrum sharing has emerged as a promis-
ing solution to address the spectrum scarcity challenge. Currently,
the FCC has designated several Spectrum Access Systems (SAS)
administrators to deploy their SAS that coordinates the usage of
the certificated shared band(s) such as the 3.55-3.7 GHz CBRS
band. The SAS ensures that the incumbent’s access to the shared
band is guaranteed while also granting commercial users access
rights when the incumbents are not present. However, explicitly
sharing the spectrum band(s) information among participants
raises privacy concerns. Certain participants, such as curious
SAS administrators, have the ability to deduce the confidential
operational patterns of the incumbents through the Environmental
Sensing Capability (ESC) or Incumbent Informing Capability
(IIC) notifications. Additionally, a curious SAS administrator
may obtain the client’s operational information of other SAS
administrators throughout the process of inter-SAS coordination.

We propose Pri-Share, a novel privacy-preserving spectrum
sharing paradigm that tailors the threshold-based private set union
(PSU) and homomorphic encryption (HE) techniques to address
the aforementioned privacy problems. Specifically, it enables all
parties to jointly compute a unified spectrum allocation plan
to resolve the potential conflicts between different parties while
safeguarding the confidentiality of each stakeholder’s spectrum
requirements and usage. Pri-Share also ensures that while a
curious participant might ascertain the usage of a particular
spectrum band, they are unable to deduce the precise identity
of the party utilizing it. Besides, Pri-Share adheres to the key
spectrum allocation regulations outlined by FCC (part 96), such
as assurance of access rights for various priority levels.

Our implementation result shows that Pri-Share can be
achieved with notable computational and communication efficiency,
indicating the practicality and feasibility of our proposed design.

Index Terms—Spectrum Sharing, Privacy, Private Set Union,
and Homomorphic Encryption.

I. INTRODUCTION

The radio spectrum is a crucial resource for the wireless
industry. In the US, the governance of spectrum band op-
erations and the authorization of various wireless services,
such as 5G communication, WiFi, remote sensing, radar, and
satellite communications, fall under the jurisdiction of the
Federal Communication Commission (FCC) and the National
Telecommunications and Information Administration (NTIA).
However, the recent surge in wireless communications has led
to an escalating demand for spectrum resources, resulting in a
spectrum scarcity issue. Consequently, regulators have started
opening up bands that were previously reserved for federal
usage, in an effort to enhance spectrum access opportunities.
The 3.55 GHz-3.7 GHz citizens broadband radio service
(CBRS) band has been authorized by the FCC and adopted

by the wireless industry for commercial deployments since
2020. Furthermore, the FCC is also examining the potential
for shared use of other bands, including the 3.1 GHz-3.55
GHz mid-band [1], the 12.2 GHz-12.7 GHz satellite-terrestrial
band [2], and the 42 GHz-42.5 GHz millimeter wave band [3].
Currently, these spectrum bands are primarily owned by federal
users (i.e. incumbents) such as Navy and Army radars, and
they are either already being shared or are set to be shared with
commercial entities, such as AT&T and T-Mobile, for deploying
their commercial services. However, a stringent regulation is in
place: commercial users must not interfere with the operations
of the incumbents. Moreover, they are obligated to vacate the
spectrum within a strict time frame whenever the incumbents
are active and require access to these bands.

A. Spectrum Access System

The FCC has designated several SAS administrators to
govern the operation of the CBRS band. These administrators
are in charge of deploying their SAS server to coordinate the
spectrum usage of different tiers of users following the FCC’s
rules. The SAS adopts a three-tiered access model for the
CBRS band, including the incumbent tier, the priority access
license (PAL) tier, and the general authorized access (GAA)
tier. Among them, the incumbents are considered as primary
users, who mostly are federal users; both the PAL tier and
GAA tier users are commercial users (or secondary users). The
priority level is arranged as follows: incumbents > PAL >
GAA. The SAS shall ensure that higher-priority users have
higher access rights and their operations shall not be affected
by lower-tier users [4].

A simplified architecture of the current spectrum sharing
system (SAS) is depicted in Figure 1. The SAS comprises
of three major components: the SAS servers, the ESC/IIC,
and the spectrum users. SAS servers are deployed by the SAS
administrators and are responsible for fulfilling critical spectrum
sharing functions including incumbent protection, spectrum
assignment, database management, etc. Each SAS server
manages its own spectrum users and performs local spectrum
assignments for them. Spectrum users submit spectrum access
requests to the SAS server, which include information such as
(id, priority, band(s), location). Upon receiving transmission
grants, spectrum users deploy Citizen Broadband Radio Service
Devices (CBSDs) to operate within the allocated frequency
band for their service. Notably, as various SAS administrators
may overlap in the same service area, they must conduct an
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Fig. 1: SAS Architecture

inter-SAS coordination process at least once a day to keep their
state synchronized and prevent possible conflicts in spectrum
bands. Besides, the ESC or IIC is in charge of detecting the
presence of the incumbents and notifying SAS servers about
their presence within a timeframe of 300 seconds (FCC Part
96.15 (a)4)).

B. Privacy concerns

The ESC/IIC notification and inter-SAS coordination proce-
dures might reveal detailed spectrum usage of a particular
party. However, such disclosed information can enable a
curious party to infer confidential information pertaining to the
operations of incumbents or commercial users under other SAS
administrators. Incumbent users, particularly military users,
are averse to any potential inference of their whereabouts and
activities. Commercial spectrum users also wish to safeguard
their operational information from access by other SAS
administrators, in order to protect their privacy and commercial
secrets.

A practical approach to protecting the privacy of each
participant during coordination and allocation is to encrypt
and hide the detailed spectrum usage information in ciphertext.

Nevertheless, implementing all functions and enforcing the
complex spectrum sharing policies becomes a formidable
task when all involved parties only disclose the encrypted
information about their spectrum usage.

C. Our Solution

We propose Pri-Share, a privacy-preserving multi-party
computation (MPC) framework built for complex spectrum-
sharing systems. The core objective is to facilitate collaborative
computation among various SAS participants for a unified
spectrum allocation plan, while simultaneously managing and
resolving any potential conflicts. Importantly, Pri-Share is
designed to obscure the detailed spectrum requests and usage
data of each participant. This ensures that a participant can
ascertain the usage of a spectrum band without identifying the
specific party occupying it.

In essence, Pri-Share is a decentralized protocol that utilizes
homomorphic encryption to conceal the band request, and
leverages the Private Set Union (PSU) technique to compute a
union set over the encrypted requests and identify the conflicted
and prohibited bands. We also incorporate a commitment

scheme throughout the protocol, to prevent misbehavior SAS
servers from sending dishonest queries and ensure fairness of
the spectrum sharing process.

In a classic PSU protocol, the duplicated encrypted elements
are identified and eliminated to ensure the singularity of each
item in the union set by allowing each unique element to only
appears once. In order to meet the requirements for spectrum
sharing and allocation, our method modifies the conventional
PSU strategy. Instead of removing duplicated elements, our
focus is on identifying those duplicated elements that lead
to overlapping band requests. Subsequently, we guide the
allocation of these conflicted bands.

Additionally, while conventional MPC-based applications
often face computational constraints due to large input sets or
the number of participants involved, our MPC-based approach
presents a viable solution to privacy challenges in spectrum-
sharing systems for several reasons. Firstly, each participant
deals with a limited size of input; secondly, the use of
Pri-Share involves only a few participants, thus ensuring
manageable communication overhead; and thirdly, SAS servers
typically possess substantial computational resources. The
results of our proof-of-concept implementation further demon-
strate that this approach can be executed with significant
computational and communication efficiency, underlining its
practicality and feasibility.

To summarize, our contributions can be listed as follows:

1) We propose a privacy-preserving protocol that utilizes
threshold-based PSU and homomorphic encryption tech-
niques to prevent operational information leakage and
inference in the spectrum sharing and allocation process.

2) Our protocol complies with standard band allocation
rules and supports misbehavior detection while preserving
privacy by incorporating a commitment scheme.

3) Our evaluation demonstrates this privacy-preserving
spectrum sharing framework is practical in terms of
computation and communication efficiency.

II. RELATED WORK

Several existing studies also focus on safeguarding the
privacy of SAS participants, although they vary in terms of
threat models and protection goals. Bahrak et al. propose an
obfuscation technique to protect the primary users’ information
from being inferred from secondary users’ query results [5].
Clark et al. introduce an analytical framework to quantify
the privacy of incumbents based on varying degrees of
adversary capabilities and provide obfuscating strategies to
protect incumbent privacy [6]. In parallel, Dou et al. [7] and
Li et al. [8] utilize homomorphic encryption techniques to
protect the privacy of incumbents from untrusted SAS servers.
While [9], [10] focus on more unified solutions to protect the
privacy of both the incumbent and the secondary users against
untrusted SAS servers.

However, all the aforementioned works are designed based
on a single SAS server model. Unfortunately, this goes against
the present SAS service model, as FCC currently appoints
multiple SAS administrators, who normally coexist in the



same geo-location. The aforementioned privacy protection
mechanisms fall short of addressing the challenges created
by this distributed model, such as how to preserve spectrum
users’ privacy without affecting inter-SAS coordination and how
to resolve conflicts in accordance with the FCC’s regulation
rules. Several blockchain-based SAS designs [11], [12] have
adopted the decentralized model that considers multiple SAS
servers. However, [12] focuses on SAS fault-tolerance and
auditability without taking privacy into consideration; [11]
focuses on protecting the privacy of each data record retrieved
by secondary users from SAS databases and maintaining the
trustworthiness of these databases.

III. SYSTEM MODEL

In this section, we will cover system entities and threat
models, followed by a high-level workflow.

A. Threat Model

Prior to Pri-Share execution, our system requires that FCC
act as the frusted party to generate and distribute a secret key
sk among all SAS servers within the same region. However, it
should be noted that the key generation and distribution is a
one-time event. During the Pri-Share execution, encompassing
conflict resolution and band allocation, all computations are
executed in a decentralized manner and without the involvement
of FCC.

The participants in Pri-Share are the SAS Servers and
ESC/IC, which may share spectrum bands in an overlapping
manner within the same region.

Pri-Share regards SAS Servers as honest-but-curious parties
with the intent of exploring client and operational information
of other SAS servers in order to gain any advantage for band
allocation; nevertheless, they will adhere to the prescribed
protocols, such as encryption, decryption, and commitments.

The confidentiality and integrity of communication contents
between any parties are protected by the Transport Layer
Security (TLS) protocol by leveraging the existing CBRS
Public Key Infrastructure (PKI) [13]. Therefore, the description
pertaining to the protection against outsiders throughout the
Pri-Share is omitted.

B. Allocation Rules and Workflow Overview

1) FCC Part 96 Rules: Generally, licensed spectrum clients
have priority access in cases of spectrum scarcity. The FCC has
defined comprehensive regulatory rules to govern the operations
of the participants of the CBRS ecosystem. Pri-Share design
considers the following major band allocation rules:

o Priority rule: Higher priority users are protected from
lower priority users. — § 96.1-(b): Priority Access
Licensees and General Authorized Access Users must not
cause harmful interference to Incumbent Users and must
accept interference from Incumbent Users. General Autho-
rized Access Users must not cause harmful interference
to Priority Access Licensees and must accept interference
from Priority Access Licensees.
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Fig. 2: An example of system entities and their inputs in Pri-
Share

o PAL channel assignment rule: SAS shall assign contin-
uous channels (10 MHz blocks) to the same PAL user. —
§ 96.25-(b)(2)(i): An SAS must assign multiple channels
held by the same Priority Access Licensee to contiguous
channels in the same License Area, to the extent feasible.

o PAL number limitations: PAL users have maximum spec-
trum usage number limitations. — § 96.31-(a): Priority
Access Licensees may aggregate up to four PAL channels
in any License Area at any given time. § 96.13-(a)(1):
No more than seven PALs shall be assigned in any given
License Area at any given time.

2) Workflow Overview: We show a simple example in Fig. 2
to demonstrate the system entities and a high-level workflow
of Pri-Share. In a designated region, there is usually more
than one SAS administrator (e.g., Google, Federated Wireless),
and at least one ESC or IIC system. Each SAS administrator
(or SAS server) manages a group of commercial clients and
routinely gathers all spectrum band requests from them. In Pri-
Share, it should combine these requests into a single private
set.

ESC/IIC systems are responsible for detecting the presence of
federal incumbent signals (e.g., military radar) and triggering
the interference protection mechanism. In practice, upon a
successful detection of incumbent activity, SAS servers shall
be notified and the underlying clients will receive a termination
grant and cease operations in the conflicted frequency range. In
Pri-Share, ESC/IIC also forms a private input set containing
the bands that are currently utilized by incumbents. Pri-Share
is executed among SAS Servers and ESC/IIC, without the
involvement of the spectrum clients. The private input sets
from SAS servers and ESC/IIC are inputted into Pri-Share,
enabling the collaborative computation of a universal allocation
plan.

We denote the 15 x 10 MHz available CBRS bands as an
ordered list of integers:{1,2,3,...,15}. In the current round,
for example, ESC/IIC detected that client S (incumbent) is
using bands {8,9, 10}, therefore, ESC/IIC shall input a private
set S to the Pri-Share scheme to convey to other parties
the prohibition needs due to incumbent activities. Both SAS
Server 1 and SAS Server 2 have three clients, in every round,



each SAS server collects all PAL client requests as a set .S
and another set G for all GAA users. All the requests made
to Pri-Share shall be accompanied by a commitment of the
designated priority level [.

We let [ = 1 denote the incumbent user’s priority, [ = 2
denote PALs’ priority level, and [ = 3 denote GAAS’s priority
level, i.e., a smaller number indicates a higher priority for a
particular request/prohibition. Besides, if a band requested by a
PAL client is adjacent to any bands currently in use by the same
PAL client, its SAS server is responsible for validating and
assigning the priority level for this requested band as [ = 1.5.
For example, if the client B is requesting the band {2} that is
adjacent to a band currently used by itself, then this request is
given a priority level [ = 1.5 by the SAS Server 1.

Pri-Share then utilizes an over-threshold PSU technique to
resolve spectrum-sharing requirements. This method allows the
participants (SAS Servers and ESC/IIC) to input their private
set and locate any requested band(s) that appear more than once
in the combined private input set union. When this process
is initiated, the actual elements present in each private input
set and the committed priority level are not disclosed. Only
in the event of a conflict in a particular requested band, the
concerned competitors are required to reveal their corresponding
committed priority level for fair competition, the request with
the highest priority level will then be granted access to the
conflicted band. In an ideal situation, where no conflicts arise
among requests, the allocation of frequency bands and the
priority levels associated with each request remain completely
concealed from all the participants.

IV. CRYPTOGRAPHIC BUILDING BLOCKS

In this section, we introduce the homomorphic encryption
scheme and the basic privacy computing operations that are
utilized in Pri-Share.

A. Paillier Cryptosystem

The Paillier encryption scheme is considered to be se-
mantically secure. It is based on Carmichael function A(n),
or reduced Euler’s totient function, over Z,. One notable
characteristic of the Paillier cryptosystem is its additive
homomorphic features, rendering it well-suited for applications
involving computations over encrypted messages, such as multi-
party computation (MPC) applications. Our approach utilizes
a distributed(threshold) variant of the Paillier cryptosystem,
enabling joint decryption among multiple parties.

A plain version of the Paillier cryptosystem executes as
follows:

Key Generation.

Choose an RSA modulus n = pq, where ged(n,¢(n)) = 1.
The public key pk is (n,g) where g = n + 1 (we set p and ¢
with the same length for efficiency purposes). The secret key
sk = A(n), where A(n) = lem(¢(p), ¢(q)) = (p — 1)(q — 1)
when p, g have the same length.

Encryption.

To encrypt a plaintext M € Z,, select a random number

x € 77, the ciphertext is C' = g™ z" mod n?.

Decryption.

With knowledge of the sk = A(n) = (p — 1)(q — 1), the

plaintext M can be recovered by computing:
L (C’)‘(”) mod nz)

= 7 (g*(”) — n2) mod n

ey

where the L-function L(u) = “~L. The correctness can be
validated according to the properties that: C*(™) = 1 mod n
and C"™) =1 mod n? for any C € Z,.

B. A Distributed Version

1) Key Generation and Distribution: During system setup,
our scheme requires a one-time key generation and distribution
process, with the FCC serving as the trusted dealer.

Key Generation.

e FCC generates an RSA modulus n = pq, where
ged(n,¢(n)) = 1. p and ¢ are strong prime integers,
ie,p=2p"+1,¢g=2¢ +1, where p’ and ¢’ are also
prime.

o FCC randomly generates an element 3 € Z} ., and set
m = p'q’. For all z € Z,2, > = 1 mod n?, since
A(2) = lem($(1?), 6(¢%) = 2nm.

o The public key pk consists of (n, g, ), where g = n+ 1,
and # = fm mod n.

Key Distribution.
The secret key sk = (m is shared among all participants
through the Shamir Secret Sharing mechanism:

« To distribute the secret key among all the participants,
FCC generates ay = fm, and randomly picks a; from
{0,...,nm — 1}. A polynomial f(z) = >\ ja; X’ =
Bm+a1 X +asX?+---+a: Xt mod nm will be sent to
each participant P; (1 < i < N) through a secure channel.
For each participant P;, the share s; is f(i) mod nm.

o FCC also generates and publishes the verification keys
vk and vk; (for participant P;), which are necessary later
time for each participant to prove that their decryption is
performed correctly. FCC randomly generates r € Z;,,
and calculate vk = v = r2 mod n2, vk; = v2F® mod
n2. Note that A = N!, where N is the total number of
participants within one region.

Encryption.

The encryption of a plaintext M can be computed by any party
who has access to the public key (n,g,6) as C = g™ z"™ mod
n2, where z is a random number in L.

2) Distributed Faillier Decryption: The Paillier encryption
and decryption procedure takes place during each spectrum-
sharing round while running our Pri-Share protocol. It is
threshold-bounded and can tolerate up to ¢ corrupted (e.g.,
coalition) servers among all the N servers.

Group Decryption.

In a threshold version of the Paillier cryptosystem. To decrypt
a ciphertext C' = g™ ™ mod n? and recover the plaintext M,
the participants are required to execute the following steps
collaboratively:



1) Each participant P; calculates and publishes a partial de-
cryption share C; = C?2/() mod n? by using its secret
share s; = f(i). Besides, P; shall prove the validity of
this partial decryption through a zero-knowledge proof 7;
of equality relationship: f(i) = log,a vk; = logcaa Cy2.
(Using f(i) = loggaa C;? instead of f(i) = logoea C;
can make sure that the ZKP process is working in @ yz,
which is a subgroup of Z* ., thus to ensure soundness as
in [14]).

2) The algorithm will abort if there are less than ¢ valid
partial decryption shares (i.e., does not pass the ZKP
process). Otherwise, the plaintext M can be obtained by
combining ¢ + 1 valid shares:

n2»

M:L(HC?‘“ mod n?

1
, ) X 1A% modn (2)
€S

= Hz res\{i} i Z,, and
. The proof of correctness can be found

whereulfo)\gZGZ A
L(u) =
in [15].
3) Additively Homomorphic: Pri-Share requires extensive
operations over encrypted values, which are made possible due
to the homomorphism of the Paillier cryptosystem. Let E(-)
denotes an Paillier encryption function using public key pk,
and D(-) denotes the decryption function using secret key sk,
Paillier cryptosystem exhibits the following homomorphisms:
. D(E(Ml,l‘l) X E(M27x2) mod ’I’L2) = (Ml +M2) mod
n: Given ciphertexts over the plaintexts M7 and Ms, we
can obtain the encryption over M; + M, efficiently, i.e.,
the product of two ciphertexts will decrypt to the sum of
their corresponding plaintexts.
e D(E(My,z1)-g™M2 mod n?) = (M; + Mz) mod n: The
product of a ciphertext with a plaintext M5 raising by
a basis g will decrypt to the sum of the corresponding
plaintexts.
e D(E(M)®mod n?) = ¢ x M mod n: Given an encryp-
tion over a message M raised by the power of a constant
value ¢ , we can decrypt and obtain the product ¢ x M.

C. Private Set Union

PSU is applied when mutually distrustful parties wish to
find the union of their respective private sets [16]. We utilize a
special over-threshold version of the classic PSU protocol and
adapt its function to fit into the spectrum sharing scenarios.

1) Polynomial Representation of Sets: In Pri-Share,
each participants generates a set S representing the bands
{81,582 ..., 5%}, with |S| = k (we set k = 15 as the number
of available bands). Note that each SAS server identifies
its requested bands, whereas ESC/IIC encodes its prohibited
incumbent bands. We denote the jth element in the set S; as S¥.
A polynomial representation with roots S* encodes a server’s
requested bands and is calculated through interpolation:

J
E a;T

fla)=(z -8 ~-8)...(z -8 =

The key pillar of our Pri-Share scheme is performing multi-
party computations over encrypted polynomials among multiple
servers. A homomorphic encryption over a polynomial f; is
denoted by an ordered list of ciphertexts over its coefficients a;
for ¢ =0,...,k, and each coefficient is encrypted individually,

i.e.,
]
§ a;x’)

2) Basic operations over encrypted polynomials: We intro-
duce the operations over encrypted polynomials involved in
Pri-Share, by using the homomorphic properties of the Paillier
cryptosystem.

{E a()) E(ak)} (4)

1) Summation of encrypted polynomials. Given two
polynomials f; = Z?:o ajz’d and fo = Z?:o bjzl, the
encryption of f; + fo can be computed by multiplying
their ith coefficients respectively, i.e.,

E(f1+ f2) : {E(a0)E(bo), ..., E(ax)E(br)}  (5)

2) Product of two polynomials, one in ciphertext and
one in plaintext. Given an encrypted polynomial E(f;)
and an unencrypted polynomial f,, we can efficiently
obtain an encryption of their product f; X fo with an
degree of 2k:

E(fl X fz) :{E(ao)bO,E(ao)bl + E(al)bo, ey
E(ao)® + E(a1)™ ' + ...+ E(ay)®
. E(ay)b}

E(

(6)

3) Derivative of an encrypted polynomial. Given an
encrypted polynomial E(f), the derivative polynomial

% f with an degree of k — 1 can be efficiently computed

as:
E(f') : {E(a1)" E(an)*y ()

The above operations are the key techniques utilized through-
out Pri-Share to perform secure and private computations.

7E‘(CI,Q)Q .o

D. Pedersen Commitment Scheme

To prevent unscrupulous participants from altering their
private input throughout the protocol, our system incorporates
a traditional cryptographic commitment scheme, known as
Pedersen commitment [17]. Pedersen’s commitment scheme is
based on the hardness of the Discrete Logarithm (DL) problem
and is computationally binding and unconditionally hiding.

Let G denote a group of prime order p. g and h are two
generators of the group G. The committer randomly generates
a blinding factor » € Z,, and computes Com(M) = gMh",
where M € Z,.

The commitment Com (M) allows a participant to bind to
a message M without revealing it to other parties.

V. PRI-SHARE

Pri-Share is a decentralized privacy-preserving scheme
without relying on a trusted third party, SAS servers and
ESC/IIC are the participants in Pri-Share. During each



SAS synchronization cycle, ESC/IIC reports the activity of
incumbents, and each SAS server gathers band requests from
all of its clients.

Each SAS server P; (1 < ¢ < N — 1) preserves two
private input sets: (i) S;, encodes all the requested bands
collected from its PAL clients, and (ii) GG;, encodes all the
requested bands collected from its GAA clients; ESC/IIC Py
constitutes one private input set Sy encompassing the bands
with immediate incumbent activity, namely, the bands that are
currently prohibited. Note that, ESC/IIC is unnecessarily to be
the Nth party, it can be any P; for i = 1 < ¢ < N we denote
it in this way for illustration convenience.

To put it briefly, Pri-Share aims to identify the elements that
appear more than once in the joint multisets .S, U...U Sy and
G1U...UGyN_1 under the collaboration among N participants,
and to automatically producing a universal bands allocation
plan for all participants simultaneously without showing each
private input set explicitly. These operations are all executed
over polynomial representations discussed previously, and the
duplication element detection is conducted via evaluating the
polynomial derivatives according to Gauss—Lucas theorem: if
a polynomial f(x) has a root a of multiplicity greater than
one, then its derivative f’(a) also has this root, i.e., f'(a) = 0.
Additionally, to prevent private input information from being
leaked, all these operations shall be performed in an encrypted
manner among all participants.

A. Set Constraints of the Private Input Sets

For each SAS server, it preserves two sets, S; and G;, while
ESC/IIC preserves one set Sy. |S;| = |G;| =k for1 <i¢ < N.
In the current setting, we set k = 15, i.e., the total number of
available CBRS bands.

We denote the 15 available CBRS bands (10MHz for each)
as an ordered list of integers in A : {1,2,3,...,15}, such
that S;, G; C A. If there is a request for band j from PALs
or GAAs, a SAS server will set the jth element in their sets
to Sj = j or Gj = j, respectively. ESC/IIC sets S7 = j if
there is any incumbent activity detected on the jth band. The
rest of the elements are randomly picked from a redundant
set R : {16,17,...,30}. This is to ensure set alignment and
prevent any party from deducing that a specific participant
possesses an empty set.

For example, in Fig. 2, participant 1 (a SAS server) has a
PAL client A requesting the bands 4 and 6, and a PAL client B
requesting band 2, then the 2nd element S?, 4th element S7 and
6th element S? shall be 2, 4 and 6, respectively, whereas the
remaining 12 elements of the set .S; shall be randomly selected
from R. Similarly, participant 3 (ESC/IIC) detected the presence
of an incumbent user over bands 8, 9, and 10 within the
designated region, it shall constitute a set S3 : {..., 8,9, 10, ...}.

B. Allocation Regulations and Enforcement

To meet the regulatory requirements mentioned in Sec-
tion III-B1, we define priority level | and introduce a com-
mitment vector Com(l) : {Com(l1),...,Com(I¥))}. Each

participant shall commit to the priority level I/ from a set

L :{1,1.5,2,3} to its jth request or prohibition, such that
19 € L; for any element picked from the redundant set R, each
participant commits it to a random value such that I/ ¢ L. Due
to the cryptographic properties of the Pedersen commitment
scheme, two commitments Com(l), Com(l’) will appear
uniformly distributed even if the commitments are computed
over the same priority level, i.e., [ = I’. The commitment vector
{Com(1),...,Com(I*¥)} has dual purposes:

« Tier control: Once there is a conflict or prohibition over
a band j, all the participants who had a collision over
band j shall reveal the priority level of the underlying
clients for competition.

« Misbehavior protection and Auditability: It is not
permissible for any participant to alter the priority level
for unfair competition after they have formed their own
private input set and entered the band allocation process.
The priority [ stated in the commitment and the priority of
the client who ultimately acquires the band must always
match; an authorized authority, such as the FCC, can
conduct future audits based on earlier commitments and
actual spectrum operating information.

C. Pri-Share

1) Workflow: The comprehensive workflow of Pri-Share is
illustrated in Fig. 3. At a high level, it can be summarized as
follows:

In Step 1, each server maps its private input sets to the
corresponding private polynomial representations, and generates
the commitment vectors. At the Step 2 and 3, each server
encrypts its private polynomial representations (i.e., a list of
coefficients), and transmits them to the next server. The ultimate
encrypted polynomial representations py, p, is broadcasted to
each party at Step 4; ps,p, can be seen as the encryption of
the product of all the private polynomials f, g, respectively.
They are primarily calculated using the method introduced
in equation 6. Each server computes the derivatives of the
polynomials p¢, p, through the equation 7 method at Step 5.
All participants then use these derivatives in Step 6 to conduct
over-threshold PSU and to detect duplicated elements in the
final union set.

2) Outputs: The joint set Vy in step 6(c)i contains all
the bands that have been requested by PALs or occupied by
incumbents, including bands that could have potentially been
requested by more than one PAL. Any element (i.e., band) that
appears in Vs at step 6(c)ii indicates that it is subject to a
conflict or prohibition that necessitates an additional resolution.
Conversely, an element that is absent from set V} indicates
that it was only requested by one party and can be allocated
to the requested client without issues, the associated party can
then occupy that band without disclosing any information to
others.

3) Allocation Plan after identifying bands conflicts and
prohibition: When it comes to conflict resolution, the Universal
Allocation Plan at step 6d executes according to the following
principles:
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to which pk is the corresponding public key.

1) For serverini=1,...,N

3) Forserveri=2,...,N —1

4) server N (i.e., ESC/IIC)
N—

5) Forserveri=1,...,t+1 (t <N —2)
a) calculates the derivatives p’f, Py

v; with degree of (N — 1)k

6) Each serveri=1,..., N

a) computes A = py Zii} ), © =pl Yyl

and Q, = D(Q2)

elements in a joint set V.

System Setup: All SAS servers and ESC/IIC within one region share the secret key sk (i.e., Distributed Paillier),

Input: There are N > 3 honest-but-curious parties, each SAS server ¢ has two private input sets .S;, G;, ESC/IIC
has one private input set Sy. |S;| = |Gi| =k for 1 <i < N.

a) Each SAS server calculates two polynomials: f; = (x—S})...(z—SF)and g; = (x—G}) ... (z—G¥);
ESC/IC calculates one polynomial: fx = (z — S%)...(x — S¥)
b) Commits to the priority level I/ behind each of the input in S; as {Comy(1}),...,Coms(I¥)}

2) Server 1 encrypts its two polynomials and sends E(f1), E(g1) to server 2

a) receives the encryption of the polynomial E(f;_1), F(g;—1) from server i — 1
b) encrypt the products of the polynomials as A\; = E(f;—1 X f;) and w; = E(g;—1 X ¢;)
c) sends the encryption of the polynomials \; and w; to server ¢ + 1 mod N

a) receives p, = wn_1 = E(Hi:ll gi) from server N — 1
b) computes the encryption of the multiplied polynomials as py = Ay = E (Hf\il 1)

c) distributes py, py to the remaining parties 2,..., N — 1

b) chooses two random polynomials (blinding factors) r
c) calculates py x 7"? , p'f x F x r} and pfq X v; and sends them to all other servers

t+1 1
irland Q=p) Sy

b) performs an (NN, N)—Paillier group decryption to obtain the polynomials Qs = D(A), Q = D(O)

c) evaluates Qf(j), Qs (j) and Qq(j) for each j =1,....k
i) j is an element appears in the union set S; U ... U Sy if and only if Q¢(j) = 0, record all such

ii) j is a duplicated element in the union set S;U...USy if and only if @ (j) = 0, record all such el-
ements in another joint set V. Vy/ contains the conflicted bands (between PALSs) and prohibited

Y. r! with degree of Nk, and one random polynomial

17"

incumbent band(s).

iii) j is a duplicated element in the union set Gq U... UGy, if and only if Q4(j) = 0, record all such
elements in another joint set V. V,; contains the conflicted bands (between GAAs).

d) reveals the corresponding commitment(s) against any input element(s) that appear in Vy/, and obtains a
universal allocation plan according to the principles defined in section V-C3.

Fig. 3: Pri-Share — A Privacy-Preserving Spectrum Sharing Scheme

1) Incumbents always retain the greatest priority, i.e., any
incumbents that appear in Vs will win the competition
according to our commitment comparison method.

2) After resolving conflicts between PALSs, we allocate
the remaining available bands to GAAs based on their
requests.

Solving band conflicts. While resolving a certain conflict
element (band) appears in V. at step 6, the SAS server or
ESC/IIC associated with an element j that is present in VJZ must
disclose the jth commitment Comy(l7) in their commitment
vector. They then conduct a priority comparison to aid in further
decision-making: access to this specific band is always granted
to the party with the smallest priority number /; when all the

conflicting requests hold the same priority level, a random draw
is conducted by using a random oracle to generate the winner.
For example, H(-) is a deterministic hash function, let ¢ = the
total number of conflicting parties associated with the band j,
each relevant party can compute y = H(c + j) mod ¢, then
the yth party among c parties wins the band j.

Meeting PALs’ requirement prior to GAAs’ assignment.
According to the regulations discussed in Section III-Bl,
PALs have priority over GAAs of being assigned to the
first 10 continuous bands, we denote such bands as a set
P :{1,...,10}. In case a PAL fails to obtain its requested
band due to incumbents’ occupation during step 6(c)ii, it shall
be granted with a band from P. We introduce two relative



complement sets: P \ V; to denote the currently available
band(s) that PALs have higher priority than GAAs, and the
failed PAL shall have a chance to be reassigned a band
appears in P \ Vy, we denote the reassigned bands as R while
R C P\ Vy, besides, the elements of R need to be explicitly
revealed to the resting parties for preventing conflicts among
GAAs in the next round.

Band allocation to GAAs. The relative complement set A \
(VF UR) denotes the remaining bands available to GAAs after
the allocation among PALs is finished. Vy U R is known to
all SAS servers, any GAA requests that collide with Vy UR
are automatically rejected. The rest requested bands that do
not appear in the conflict set V, can be directly occupied by
the corresponding GAAs without revealing any information to
other participants. The conflicted bands in V, that have not
collided with Vy U R shall also be allocated according to the
commitment comparisons of the committed priority level.
Constraints on the number of bands used by a PAL user. In
practice, the FCC limits the number of licenses sold in a county
to no more than 7 and permits each licensee to aggregate no
more than 4 spectrum bands concurrently. A primary challenge
arises from the possibility that a PAL user might simultaneously
be a client of multiple SAS administrators within the same
region. As a decentralized conflict resolution framework, Pri-
Share does not limit PALs’ request number directly. Instead,
a post-hoc auditing method with the help of trusted authorities
is necessary to enforce such rules.

Considering the transparency of actual spectrum operating
records to the trusted authority, such as the FCC, it is possible
for these authorities to audit potential violations. This can
be achieved through the verification of PAL licenses, which
are presented by PAL users during the course of spectrum
operations. More specifically, violations of number restrictions
are detectable and will consequently discourage any PAL from
exceeding the number limitations. In the event that a PAL
has managed to secure more than four bands by the end of
Pri-Share, it shall relinquish the surplus bands.

D. Security Analysis

1) Privacy and Auditability:

Theorem 1: (SECURITY AND PRIVACY) In the Pri-Share
protocol of Fig. 3, each honest-but-curious participant learns
information no more than the elements appear in the union
set of all participants’ private inputs, S; U...U Sy, and the
duplicated elements of all SAS server’s private inputs G; U
...UGN, as well as the priority levels of conflicted requests,
with overwhelming probability.

Pri-Share is secure against any PPT (Probabilistic Poly-
nomial Time) adversaries A. The Theorem 1 is based on the
assumption that the additive homomorphism of the threshold
Paillier cryptosystem is semantically secure [15], [14], and the
Pedersen commitment scheme is computationally binding [17],
with overwhelming probability.

Theorem 2: (AUDITABILITY AND UNDENIABILITY) In Pri-
Share protocol, once a commitment Comn(l) over a priority

level [ is constructed, the committer cannot deny the [ they
committed to.

The Theorem 2 is ensured by the binding property of the
Pedersen commitment scheme [17]. The UNDENIABILITY also
ensures AUDITABILITY of Pri-Share, in such a way that any
participant cannot alter their input once enter the protocol.
In the later stage, the FCC, as the auditing authority, has
the capability to disclose the identity of the winner over a
certain frequency band j by examining the actual operational
status. This information can then be compared to the previously
committed priority level Com(l;) of the winner in order to
determine if a participant has provided consistent information.

2) Coalition  Resistance: ~ Pri-Share is  inherent
(t, N)—secure, i.e., the derivative computation and composition
round (i.e., step 5) only requires contributions of ¢ 4+ 1 out
of N participants, whereas the correctness of the output
can be guaranteed even if there are ¢ dishonest participants
colluding. Nevertheless, given the limited number of SAS
administrators currently authorized by the FCC, Pri-Share
operates under the assumption of a (N, N)— model. However,
as the spectrum-sharing market continues to expand rapidly, we
anticipate that the number of industrial enterprises participating
in SAS will increase. In this scenario, the utilization of a
(t, N)— solution can be employed to offer both fault tolerance
and efficiency.

V1. EXPERIMENT AND EVALUATION
A. Experimental Environment

We implemented our proof-of-concept prototype on a stan-
dard PC (Intel Core i7-11700k, 3.6GHz, 8-core, 64-bit CPU
with a Linux OS). We emulate each participant’s service point
as an independent Python application, while the peer-to-peer
communications among participants are deployed using the
TCP/IP socket.

The Paillier key generation, encryption, and decryption
functions are implemented based on cryptographic library
charm [18]; we also leverage the library gmpy2 (C-based
modules [19]) to accelerate multiple-precision arithmetic op-
erations involved in cryptographic operations, e.g., computing
exponentiation for homomorphic multiplication. The length of
the security parameters (RSA modulus) p and g are both set
as 1024 bits in the experiment.

B. Computation and Communication Overhead

1) Key Generation and Distribution: The key generation and
distribution process is a one-time event that is independent of
Pri-Share. During the system setup phase, a program emulates
FCC will generate the pk and sk, and then the secret key
shares are distributed among SAS participants. We run the
key generation and distribution function 10 times based on the
three-party cases (/N = 3), and the time consumption spans
from 6 to 24 s, with no apparent pattern. We also measured
the computation workload when N ranges in [3, 10], as shown
in Fig. 4a, the time consumption of the key generation and
distribution process still does not have an explicit distribution.
This is mainly due to the inherent uncertainty and stochastic
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Fig. 4: (a) Time Consumption of the Key Generation and Distribution process, (b) Time Consumption of final polynomial
representation encryption, (c) Ciphertext size of the final polynomial representation, (d) Time Consumption of evaluating the

final polynomial representation.

TABLE I: Time Consumption

Different Stages in Pri-Share Time (ms)
Polynomials and Sets Mapping (1) 0.09
Encryption of the Polynomial Product (2)(3)(4) 10.59
Polynomial Aggregation and Group Decryption (5)(6ab)  310.25
Polynomial Evaluation (6cd) 0.02

Total 320.95

*Average of 10 runs.

TABLE II: Communication Overhead

Transmitted Messages Between Different Parties Size (K B)
HE of the Private Input Set (E(J3), E(g:)) 2.944 x 2
HE of a Polynomial Product (\;, w;) 4.864 x 2
HE of the Final Product of All Polynomials (pg,py) 6.784 4 4.864

nature of the prime number generation algorithm and the
primality test procedure [20]. In the overall context of time
consumption, the number of parties N is a negligible factor
when compared to the additional time required for generating
a large prime number.

2) Pri-Share: We implemented the full process of Pri-
Share in three-party settings, the time consumption and
communication overhead of different stages are listed in
Table I and II, respectively. We also measured the computation
overhead on different functions based on the different number
of parties N, the results are shown in Fig. 4. It is worth
noting that N = 3 (i.e., 2 SAS servers and 1 ESC/IIC in one
region) is also consistent with the current number of active SAS
vendors operated in the US, and currently, there are five SAS
administrators have been designated by FCC in the US [21].

According to our measurement, the total time consumption
of executing a full Pri-Share protocol is around 320.95 ms,
which includes the communication overhead among participants
through TCP/IP. Table II shows the size of the messages that
are being transmitted between different participants. The size
of the E(f1) and E(g;) are both 2.944 K B, while A2 and wo
are 4.864 K B. An ESC is set as the Nth participant during
our implementation. It only holds a single polynomial g3 that
denotes incumbents’ activity, and will calculate the A3 in 6.784
K B and broadcast A3, wsy to others.

3) Impact of N and Optimization Methodologies: In the
whole protocol, the main computation tasks of each participant
include coefficients encryption and commitments generation
(i.e., Step 1), as well as the multiplications between an
encrypted polynomial and a polynomial in plaintext (i.e.,
Step 3). The Paillier group decryption (Step 6b) is the most
expensive step in the protocol due to its fully distributed
nature; each participant must perform a local decryption to
generate a partial decryption share, and the final decryption
result Q¢, Qs and (), must be obtained by combining the
remaining N — 1 shares gathered from the remaining parties.
As there is no dependency in computing @7, Qs and Q) at
Step 6, we utilize multi-threading programming to parallelize
the three decryption tasks. Each participant executes the partial
decryption simultaneously, which is essentially conducted in
parallel from a global perspective, such that overall latency
does not increase significantly even with an increased number
of parties N.

Except for group decryption, a larger /N will also affect the
final size of the polynomial product, because a multiplication
between a polynomial of degree k and a polynomial of degree &’
requires (k+1) x (k' +1) multiplicative operations among their
corresponding coefficients, and the degree of the polynomials
Dy, Dy increases linearly with N. As shown in Fig. 4c, the
size of the ciphertext of the final polynomial representation is
increased consistently with N. The Paillier encryption time is
normally affected by the input data size, yet our experiment
result (Fig. 4b) shows that it does not have an obvious trend
with respect to NV, this is mainly due to the randomly selected
x used during each encryption operation. Given that N in the
current SAS system is often in single-digit, a larger x will
outweigh the influence of V.

Furthermore, we implemented the polynomial evaluation
function utilizing Horner’s rule, which can greatly accelerate
the evaluation process of Step 6. Consequently, the polynomial
evaluations (i.e., finding the conflicted or prohibited bands) can
be performed efficiently even when dealing with a larger NV
according to our measurement, as shown in Fig. 4d.



VII. DISCUSSION
A. Zone Management Systems

In this work, we focus on the privacy of the SAS as it is a
well-established system working on the CBRS band. Recently,
the FCC has proposed more shared bands including the 3.1 GHz-
3.55 GHz, 12 GHz-12.7 GHz, and 42 GHz-42.5 GHz bands
to provide more spectrum access opportunities for commercial
users. To govern their operations, the zone management system
(ZMS) is proposed to jointly manage all spectrum users in
shared bands as an overall system, which requires more complex
allocation algorithms. Considering ZMS is likely to follow a
model similar to SAS, the techniques proposed in Pri-Share
for SAS can be readily adjusted or applied to ZMS.

B. System Overhead

According to our evaluation, the time consumption of Pri-
Share remains well below the standard ESC/IIC notification
window of 300s, even when accommodating a higher number
of participants, demonstrating that it is a feasible and practical
solution for the current SAS systems.

Besides, some potential optimization techniques can be
applied to our system. For example, previous literature [22],
[23], [24] have proposed alternative optimized variants of the
Paillier scheme in order to accelerate the Paillier encryption and
decryption process. Such variants can be utilized to modify the
distributed Paillier scheme implemented in our design, thereby
further reducing the overall overhead of Pri-Share. Crucially,
since the implementation of SAS platforms typically does not
entail hardware constraints, the efficiency of Pri-Share can be
enhanced beyond our proof-of-concept implementation. This
enhancement is achievable through the use of more efficient
programming languages and more powerful hardware.

VIII. CONCLUSIONS

Pri-Share is a practical privacy-preserving spectrum sharing
scheme that is designed based on a decentralized SAS model
and adheres to the primary allocation rules. It enables private
computation for band allocation and conflict resolution among
SAS servers and ESC/IIC within a single region, while keeping
the activity of incumbents and private choices made by
spectrum clients confidential. Besides, Pri-Share also provides
misbehavior detection on private inputs, allowing for further
auditing by trusted authorities.
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